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 How health information privacy is maintained in  DPH’s 

Infectious Disease Section and  DCP’s Prescription 
Monitoring Program 
 
 Describe what state and federal protections relate to health 

information privacy 
 
 Assess what personal data are collected and how that data are   

being collected, accessed, shared, and safeguarded within the 
selected programs 

 
 Evaluate information privacy requirements/protections for 

contractors and others who may receive confidential health 
information   
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 Overview of Infectious Diseases Section (IDS) and 
Prescription Monitoring Program (PMP)   

 
 Laws that relate to health information  

protections/access 
 

 Study methods and limitations  
 

 Findings and recommendations by safeguard: 
 Administrative 
 Physical 
 Technical  
 Information sharing    
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Infectious Diseases Section (IDS) 
 

Prescription Monitoring Program (PMP) 
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 Collects data to assess infectious diseases 
  
 Conducts outbreak investigations and 

surveillance 
 

 Identifies and responds to emerging 
infections 
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 IDS has 36 projects (organized by disease) and 
28 databases 
 

 Selected the 2 databases in Active Bacterial 
Core Surveillance  (ABCs) project based on 
certain representative/risk characteristics  
 

 ABCs project determines incidence and risk 
factors for 5 bacterial pathogens 
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 Connecticut Electronic Disease Surveillance 
System (CTEDSS)  
 Maintained by BEST 
 Accessible to DPH, local health departments, and 

hospitals  
 

 EpiInfo  
 Maintained by DPH 
 Accessible only to DPH staff; data shared with CDC  
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Launched in 2008 
 

 Maintains the CT Prescription Monitoring & 
Reporting System (CPMRS)  
 Statewide electronic database of dispensed 

prescriptions of controlled substances 
 

 Ohio-based vendor serves as system administrator 
 

 DCP staff serve as program administrator 
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 Assist physicians and pharmacists provide 
better informed treatment to their patients   
 View of prescription history from different 

providers 
 

 Prevent the improper or illegal use of 
controlled substance prescription drugs 
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 Both IDS and PMP records are categorized as 
confidential in state statute 

 
 

 Data can only be used and released for 
certain purposes 

 
 

 Restricts release of records under state 
information access laws 
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Law Summary Applicability 
 

Health Insurance Portability 
and Accountability Act 
(HIPAA) 

 

Created national standards 
for handling and privacy of 
health information  

 

Not applicable to IDS or PMP 
– only applies to covered 
entities 

 

Freedom of Information Act 
(FOIA) 

 

Provides right to access 
records held by state 
agencies 

 

Not applicable to IDS or PMP 
– record confidentiality and 
FOIA record exemptions 

 

Personal Data Act (PDA) 
 

• Established 
responsibilities and 
standards for data 
handling in state and 
municipal agencies 

 

• Ensures individuals access 
to their own personal data 
held by agencies 

 

 

Partially applicable to IDS 
and PMP – record 
confidentiality restricts data 
release, but both 
departments still subject to 
data handling requirements 
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PRI staff developed a 65 question data collection tool 
using information security statutory requirements 
and industry best practices. 

 

 HIPAA standards 
 

 National Institute of 
Standards and Technology 

 

 Federal Centers for Disease 
Control and Prevention 

 

 International Organization 
for Standardization 
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 Interviews 
 

 Literature research 
 

 Document review 
 

 Process assessment 
 

 Public hearing 
 



 
 

 Study scope did not include overall program 
performance evaluation 

 
 Due to time constraints, methods did not 

include testing or direct examination of all 
information safeguards 
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“Administrative actions, policies, and 
procedures, intended to manage the  
selection, development, implementation, 
and maintenance of information security 
measures, as well as the conduct of an 
agency’s workforce.”  
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Sub-area Criteria 

Policies and Procedures • Formal, written, updated, and communicated to 
staff 
 

• Formal oversight process 
 

• Address confidentiality, appropriate technology 
usage, and proper data handling 

Risk Management  • Regularly conduct risk assessment 
 

• Formal risk management plan 
 

• Inventory of relevant assets and personnel  

Appropriateness of 
Information 

• Data fields are minimally necessary  
 

• Updated data classifications 
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 Both agencies have basic written policies  
 
 Unlike DPH, DCP staff do not sign a specific 

confidentiality pledge 
 
 Compliant with PDA regulation 

requirements, but information is out-of-date 
 OPM currently conducting a data system 

inventory 
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1. Establish confidentiality pledge signed by 
all DCP employees 

 
2. Amend C.G.S. Sec. 4-196 of PDA to 

require annual, publicly available, 
database inventory by OPM 
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 Both have all hazards Continuity of Operations 
Plan (COOP) 
 Inconsistencies and/or not fully updated 
 

 Both conduct regular inventories 
 

 No  regular risk assessments or comprehensive 
risk management plans 
 

 No comprehensive breach policies and 
procedures 
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DPH and DCP should: 
 

3. Update all hazards Continuity of Operations 
Plans 
 

4. Perform comprehensive risk assessments, 
focusing on handling of confidential 
information 
 

5. Develop comprehensive confidentiality 
breach policies and procedures, in 
consultation with OPM 

23 



 Data collection practices meet statutory 
requirements  
 Collect only “minimally necessary” information 
 

 Neither agency has updated OPM data 
classifications 
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DPH and DCP should: 
 

6. In conjunction with OPM data system 
inventory, perform data classification 
examination using BEST methodology  
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“Physical measures, policies, and procedures 
to protect information systems, related 
buildings, and equipment, from natural and 
environmental hazards and unauthorized 
intrusion” 
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Sub-areas Criteria 

Building Security • Monitoring who has access to building and 
work areas 
 

• Security methods and technology (e.g., ID 
badges, locked  entry, visitor logs ) 

 

Physical Management of 
Information 

• Policies and procedures for mail, fax, phone, 
printer, email 

  

Record Handling • Protocols for record retention, storage, and 
disposal 
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 Building security safeguards established at 
both agency locations 
 For example, both agencies have: 
▪ Employee photo IDs 
▪ Security guards at entrance and exit 
▪ Visitor sign-in requirements  

 

 DPH has locked floors, visitor escorts, and other 
departments located on separate floor  
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 Both agencies have some policies and 
procedures, additional enhancements should 
be considered 
 

 Missing certain, mail, phone, and email 
procedures 

 

 Not all cabinets secure   
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7. As part of a comprehensive risk analysis, 
both agencies should evaluate 
vulnerabilities when handling flow of health 
information through: 
 U.S. mail 
 Fax machines 
 Printing 
 Email  
 Storage 
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“Technology, and the policies and procedures 
for its use, which protects electronic 
information and controls access to it” 
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Sub-areas Criteria for ALL  Sub-areas 

Computer Access  &Usage • Managing and auditing access and usage 
 
• Unique user credentials and permission levels 

based on least access necessary 
 

• Encryption, antivirus, firewall, back-up 
 

• User controls (passwords, log-outs, lock-outs) 
 

• Located in secure and limited access area 
 

• Protocols for external storage, personal, and 
portable devices 

Server Management 

Database Security & 
Access Management 
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Established: 
 

• Log-in credentialing and policies for password 
protections, downloading, and use of portable and 
external devices 

 
• Audit capability but neither conducts regular audits 

of computer access activity 
  

• DPH does not allow identifiable health information 
to be transferred to removable devices, but no 
system blocking or tracking whether this is 
followed 
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8. DPH and DCP should perform regular 
computer audits to check for inappropriate or 
unusual activity 

 
9. DPH should consider procedures that would 

block or track staff downloads of identifiable 
health information to portable devices   
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• Server security safeguards appear to be in 
place for both agencies 

  

• Each has audit capability, but checks for 
unusual or inappropriate activity on state 
servers is not regularly performed 
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10. DPH and DCP should perform periodic 
audits of server access for any unusual or 
inappropriate activity 
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• DPH and DCP must strengthen procedures for 
timely removal of inactive users 

  
• Neither agency regularly conducts audits of 

database activity for unusual or inappropriate 
activity 

  
• No breaches of the PRI selected databases in 

the last three years  
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DPH and DCP should: 
 

11. Develop stronger procedures to ensure 
timely removal of inactive users 

  
12. Periodically audit database access activity for 

unusual or inappropriate activity  
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 Information only shared for statutorily 
allowed purposes 
 

 Written application process 
 

 Policy, procedure, criteria for evaluating 
request  

 
 Formal oversight structure to ensure 

compliance, including agreement   
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 When can confidential information be released? 
 

 Protect health, life, or well-being 
 

 Medical and scientific research  
 

 Government audit, investigation, or evaluation 
 

 Perform statutory, regulatory, or law enforcement 
functions 
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De-
Identified 
Data 

Confidential. 
Agreement 

On-
Screen 
User 
Pledge 

Other 
Legal 
Conf. 
Req. 

Individual 
Log-in, 
Can be 
Tracked 

Limited 
Access  

Other 
Process/ 
Technical 
Protections 

Federal 
Government 

X           X 

Local Health 
  X X X X X   

 
Hospitals   X X X X X   

Contractors 
  X X   X X X 

 
Other DPH   X     X   X 

Law  
Enforcement   

            X 
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 Criteria  DPH Policies/Procedures Examples 
Written application process 
  

• Formal research proposal required  
• Qualifications of researcher specified  
• Justification for obtaining health data  
• Confidentiality protections description 
  

Formal policy, procedure, criteria 
for evaluating request  
  

• Human Investigations Committee (HIC) 
• Employs standards and criteria for review 
• Requires protection of privacy and 

confidentiality 
 

Formal oversight structure to 
ensure compliance 
  

• “Agreement to Abide” 
• Requires administrative, technical, and physical 

safeguards 
• Limits use of data, requires confidentiality 

agreement 
• HIC review of draft manuscripts 
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DPH has: 
 

  Safeguards in place for electronic sharing of 
certain protected information for surveillance 
purposes 

 

 A comprehensive process for evaluating 
research proposals and a written agreement 
for data protection 
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However, DPH’s “agreement to abide” does 
not: 
 

 Describe researcher responsibilities when 
there is a data breach 
 

 Require the researcher indicate when data 
will be destroyed and method of 
destruction – though this is likely provided    

 
49 



DPH does not: 
 

 Have a standard verification process to assure 
that the researcher has destroyed the data 

  
 Independently verify administrative, physical, 

or technical safeguards employed by 
researchers  
 

50 



 
 

13. For research proposals involving data 
sharing, DPH should include within its 
written requirements researchers’ 
responsibilities when there is a data 
breach   
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(13. cont.)  At a minimum, researchers should: 
 
 Notify DPH of the discovery of any 

suspected breach  
 

 Provide a report detailing the severity of 
the breach, or suspected breach 
 

 Develop a plan to mitigate the effects  
 

 Specify the steps taken to ensure future 
breaches do not occur 
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14. DPH should : 

 

 specify within its written requirements 
how data should be destroyed; and  

 

 develop a verification procedure to ensure 
all identifiable health data was destroyed 
upon study conclusion 
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15. Within available resources, DPH should 
attempt to verify researchers’ compliance 
with administrative, physical, and 
technical safeguard terms and conditions 
outlined in written agreements 
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Type of User Purpose Allowed Through: 

Registered Users: 
− Prescribers 
− Pharmacists 
− Law Enforcement  

 
• Patient care 
• Patient care 
• Disciplinary, civil/criminal 

 
 
Registration 

Public or Private Entities: 
− Researchers 
− Universities 
− State Agencies 

 
• Statistical, research, or 

educational purposes 

 
MOU 

Vendor: 

− Optimum 

 
• System Administrator 

 
Contract 

Other States: 
− National Association of  
     Boards of Pharmacy 

 
• PMP Interconnect 

 
MOU 

56 



Registered User Purpose CMPRS Protections 

Prescribers 
(16,964) 

Patient care Only allows inquiries on patients and own 
prescribing history 

Pharmacists 
(2,090) 

Patient care Only allows inquiries on patients and own 
dispensing history 

Law Enforcement 
(346) 

 

Disciplinary, civil, or 
criminal action 

Only allows inquiries on individuals with 
active law enforcement case 
investigation number  
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• No formal criteria, guidelines, or procedural 
steps to determine whether to disclose 
CPMRS information to public or private 
entities for research purposes 
 

• Audits of active case numbers used by 
registered CPMRS law enforcement 
officials are rarely done 
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• Written CPMRS agreements for research 
purposes have provisions for the use and 
confidentiality of personal health information 
 

• No standardized agency language for written 
agreements regarding confidentiality 
provisions for  access to CPMRS information  

 
• DCP does not verify compliance with written 

agreements 
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DCP should: 
 

16. Periodically conduct random audits of law 
enforcement use of active case numbers in the 
CPMRS system  

  
17. Establish written policies and procedures for the 

submission and approval of CPMRS information 
requests from public or private entities for 
research purposes 
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DCP should: 
 

18. Develop standard language for written CPMRS 
agreements including:  
 Specific state confidentiality statutes  
 Penalties for violations of any disclosure or misuse of 

information 
 Requestor responsibilities for data retention and 

destruction 
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DCP should: 
 

19. Within available resources, attempt to verify 
compliance with administrative, physical, and 
technical safeguard terms and conditions 
outlined in written CPMRS agreements 
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