
Good	  afternoon.	  	  	  
	  
My	  name	  is	  Maria	  Naughton	  and	  I	  am	  here	  in	  support	  of	  Raised	  Bill	  No.	  7017.	  	  I	  
would	  like	  to	  thank	  the	  Education	  Committee	  for	  raising	  this	  bill	  for	  discussion.	  	  	  
	  
With	  Bill	  No.	  7017,	  Connecticut	  is	  joining	  22	  other	  states	  in	  working	  towards	  
protecting	  personal	  student	  data.	  	  However,	  there	  are	  some	  improvements	  that	  
should	  be	  made	  so	  that	  we	  are	  in	  line	  with	  other	  states,	  and	  which	  will	  engage	  more	  
informed	  parental	  involvement	  in	  the	  entire	  process.	  
	  
Student	  Data	  Privacy	  is	  extremely	  important,	  and	  as	  innovations	  and	  opportunities	  
for	  students	  increase,	  risks	  and	  potential	  for	  misuse	  also	  increase.	  	  	  We	  are	  
presented	  with	  opportunities	  to	  try	  the	  latest	  technology	  or	  innovation	  as	  a	  means	  
to	  inspire	  and	  engage	  students.	  	  	  However,	  as	  products	  continuously	  evolve,	  and	  the	  
notion	  of	  personalized	  learning	  continues	  to	  grow,	  it	  is	  important	  to	  involve	  both	  
parents	  and	  students	  in	  the	  process.	  
	  
When	  local	  and	  regional	  boards	  of	  education,	  and	  the	  State	  Department	  of	  Education	  
engage	  in	  contracts	  with	  online	  or	  web-‐based	  services	  provided	  to	  students,	  they	  
must	  be	  able	  to	  manage	  and	  protect	  the	  data	  in	  their	  care.	  	  	  
	  
Equally	  important,	  parents	  and	  guardians	  must	  be	  made	  aware	  of	  contracts	  or	  data	  
sharing	  that	  involves	  these	  online	  and	  web-‐based	  service	  providers,	  including	  those	  
made	  with	  organizations	  that	  will	  deliver	  assessments	  online.	  	  As	  such,	  it	  should	  be	  
incumbent	  upon	  the	  local	  and	  regional	  boards	  of	  educations,	  and	  the	  SDE	  to	  make	  
them	  aware	  by	  direct	  notification,	  to	  garner	  informed	  parental	  consent.	  
	  
In	  addition,	  when	  online	  services	  or	  applications	  are	  used	  for	  student	  learning,	  the	  
adaptive	  nature	  of	  the	  products,	  which	  deliver	  personalized	  instruction,	  gain	  an	  
intimate	  knowledge	  of	  the	  students’	  behavioral	  responses.	  In	  addition	  to	  using	  that	  
data	  to	  remediate	  instruction	  to	  improve	  student	  educational	  outcomes,	  that	  data	  
will	  also	  greatly	  benefit	  the	  vendor	  as	  they	  utilize	  that	  information	  to	  not	  only	  
improve	  student	  learning,	  but	  	  to	  actually	  develop	  new	  products	  and	  refine	  current	  
ones.	  	  	  
	  
Without	  informed	  parental	  or	  even	  student	  consent	  and	  awareness,	  students	  are	  put	  
in	  the	  position	  of	  being	  unaware	  and	  unpaid	  product	  developers,	  by	  virtue	  of	  their	  
engagement	  in	  the	  program.	  	  In	  addition,	  there	  is	  an	  element	  of	  experimentation	  
with	  trying	  out	  new	  methodologies	  on	  children	  and	  using	  their	  input	  to	  revise	  and	  
refine.	  	  While	  we	  are	  told	  this	  is	  the	  way	  the	  world	  is	  going,	  we	  must	  remain	  child-‐
centered,	  and	  not	  product-‐focused.	  	  By	  informing	  parents/guardians	  that	  products	  
being	  used	  for	  instruction	  are	  often	  still	  under	  development,	  and	  continuously	  
evolve,	  it	  allows	  a	  parent	  to	  understand	  the	  impact	  it	  may	  or	  may	  not	  have	  on	  a	  
child’s	  school	  experience.	  	  	  
	  



In	  addition,	  students	  should	  also	  be	  made	  aware	  that	  their	  time	  is	  being	  spent	  not	  
only	  learning,	  but	  also	  contributing	  to	  the	  value	  of	  the	  product	  they	  are	  using.	  In	  
fact,	  my	  own	  teen-‐age	  daughter	  was	  well-‐paid	  by	  a	  focus	  group	  in	  Norwalk,	  
precisely	  for	  her	  feedback	  on	  a	  commercial	  product.	  	  Product	  feedback	  and	  market	  
research	  is	  extremely	  valuable.	  	  Even	  now,	  when	  students	  use	  online	  programs,	  
where	  their	  identity	  is	  know,	  are	  asked	  for	  consent	  from	  a	  parent	  if	  they	  are	  under	  
13,	  which	  is	  a	  legal	  requirement	  under	  the	  COPPA.	  	  In	  that	  consent,	  they	  are	  given	  
notice	  about	  how	  their	  input	  and	  information	  will	  be	  used.	  
	  
At	  a	  minimum,	  local,	  regional	  boards	  of	  education	  and	  the	  State	  Department	  should	  
garner	  informed	  consent	  from	  parents/guardians	  and	  children	  whenever	  
educational	  and	  assessment	  products	  are	  used	  for	  learning,	  and	  in	  turn	  the	  data	  
used	  for	  product	  improvements.	  
	  
On	  another	  note,	  in	  Bill	  7017,	  there	  is	  an	  implication	  that	  the	  term	  “deidentified	  
student	  information”	  will	  somehow	  keep	  a	  child’s	  identity	  protection.	  	  In	  fact,	  a	  
recent	  MIT	  study	  determined	  that	  only	  three	  points	  of	  data	  are	  needed	  to	  identify	  an	  
individual	  by	  name.	  	  	  By	  informing	  parents/guardians	  and	  students	  about	  the	  ways	  
and	  places	  in	  which	  their	  data	  is	  used,	  or	  stored,	  it	  allows	  them	  the	  control	  to	  follow	  
up	  or	  determine	  the	  origination	  of	  any	  possible	  data	  breaches.	  	  As	  a	  recent	  example,	  
the	  vendor	  for	  our	  Smarter	  Balanced	  Assessment	  (called	  American	  Institute	  for	  
Research)	  suffered	  a	  recent	  data	  security	  breach.	  	  Most	  parents	  are	  unaware	  that	  
their	  children	  will	  be	  taking	  a	  test	  through	  this	  online	  vendor,	  or	  that	  personal	  
student	  data	  has	  already	  been	  uploaded	  to	  that	  system,	  and	  would	  be	  left	  unaware	  
should	  there	  have	  been	  a	  security	  breach	  of	  our	  test	  data.	  
	  
I	  think	  we	  can	  all	  agree	  we	  share	  the	  goal	  of	  ensuring	  a	  solid	  and	  successful	  
educational	  experience	  for	  all	  children.	  	  We	  must	  not	  compromise	  any	  current	  or	  
future	  impact	  on	  the	  privacy	  of	  their	  student	  data,	  and	  erring	  on	  the	  side	  of	  caution	  
is	  our	  best	  bet.	  
	  
I	  encourage	  the	  Education	  Committee	  to	  study	  the	  protections	  more	  closely,	  
consider	  these	  suggestions	  and	  ensure	  that	  parents/guardians	  and	  the	  students	  
themselves	  are	  included	  in	  the	  process.	  
	  


