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Abstract

We investigated whether experts can objectively focus on feature information in fingerprints without being misled by
extraneous informaiion, such as context. We took fingerprints that have previously been examined and assessed by latent print
experts to make positive identification of suspects. Then we presented these same fingerprints again, lo the same experts, but
gave a context Lhat suggested that they were a no-match, and hence the suspects could not be identified. Within this new context,
most of the fingerprint experts made different judgements, thus contradicting their own previous identification decisions.
Cognitive aspects involved in biometric identification can explain why experis are vulnerable to make erroncous identifications.

© 2005 Elsevier Ireland Ltd. All rights reserved.
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1. Intreduction

Being a scientist or forensic expert is rooied in the ability
to examine evidence reliably and objectively. To do this,
these professionals must be able (o dissociate themselves
from extraneous contexts and other influences that may
interfere with their ability to examine, evaluate, and judge
the relevant information. Their decisions should be based on
the information relevant to the task at hand and its unbiased
interpretation. This involves independent thought that
ignores (o a Jarge extent extraneous pressures and influences,

External pressures and influences are inany and varied.
The history of science is full of examples of exirancous
infiuences, and today too, scientists work within, and are
infiuenced by, political, economical and other agendas {e.g.,
global warming, genetically modified crops, and measles
mumps rubella vaccine).
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Terrorism has brought about a wave of contextual influ-
ences. These include, among others, heightened suspicion of
Muslims, fear, anger, helplessness, as well as pressure on
governments to control (or at least appear to control) such
threats. Such contextual influences provide strong and ample
opportunitics to contaminate objectivily, leading to distor-
tions and errors of judgement beyond the unavoidable.
Indeed, within this context we have witnessed major mis-
evaluations and misjudgements by intelligence experts.

Within a similar extraneous context the United States
Federal Bureau of Investigation (FBI) positively, but erro-
neously, identified a Muslim as the Madrid bomber (see
Fig. 1). This incotrect identification was further verified by a
number of FBI and other fingerprint experts and led to the
arrest of an innocent person. It was only due to rare and
exceplional circumstances that this error was ever revealed
and eventually acknowledged by the FBI [1]. Errors can
occur across forensic science evidence, including DNA [2].

Empirical cognilive research in these areas has beea
largely neglected (if not basically ignored), parially becanse
professional expert assessment of evidence (as in the crim-
inal justice system) is believed to be relatively objective.
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Fig. 1. The FBI's erroneous identification of the Madrid bomber. The latent prini from the erime scene (left panel) and 1he fingerprint of the
innocent suspect who was posilively identified by a number of fingerprint experts (right pancl).

With the growing number of anecdofal cases that question
this belief and suggest that forensic assessment is far from
being as objective as it can and should be, it is important to
conduct cognitive scientific research in this area. Laboratory
experiments performed by cur group have already suggested
that emotional context may bias fingerprint identification.
These studies found that university students were more
likely to judge that there was a positive match between
pairs of fingerprints that were presented within an emotional
context than those presented within an emotionally neultral
control context [e.g., 3]. However, this vulnerability was
apparent only when the prints were ambiguous and lacked
clarity. The emolional context had minimal effect when
there was a clearly matching pair (or a clearly non-matching
pair). These studies, however, were based on non-experts
and conducted in a laboratory setting,

The study that we report here presents empirical data on
whether actual fingerprint experts in their normal everyday
working routines and environment are susceptible to extra-
neous contextual influences. We employed a within-subject
design in which the same experts made judgements on
identical pairs of fingerprints, but in different contexts.
Our aim was to focos on and to examine the contexual
influences themselves rather than reveal possible individual
differences between experts. Accordingly, we collected and
used pairs of fingerprints from archives that the same experts
had examined and judged approximately 5 years earfier as a
clear and definite match. These previous identification
matches were taken from real criminal investigations.

In this study, we re-presented these very same pairs of
fingerprints to the same experts who had originally evaluated
them as a maich, but we now provided themn within an
exlrancous context that might bias them to evaluate the
prints as a non-match. We wanted to test whether their
decisions were independent and relatively objective, and
thus consistent regardless of extraneous influences. Alter-
natively, if they coniradicied their previous decisions, this
would demonstrate vulnerability to bias.

2. Method
2.1. Participants

Paclicipants were five fingerprint experts. Together they
represent over 85 years of experience in examining finger-
prints {mean of 17 years), The participants were taken from
our international fingerprint expert pool of volunteers. This
pool of pardicipants includes fingerprint experts from a
variety of Fingerprint Bureaus, Agencies, and Laboralories
from across the world (including the USA, UK, Israel, The
Netherlands and Australia). We only used experts who were
not familiar with Mayfield's fingerprint and from whom we
could covertly access past archival identification matches
that they made in the past (see Section 2.3)

2.2, Materials

A dilferent pair of fingerprints was prepared for each of
the expert participants. Each pair of prinis had been pre-
viously identified as a match by that same expert in the year
2000, within the normal course of their work. The latent
fingerprints had been obtained from the crime scenes and
were all presented again to the experts in lheir oripinal
format,

We lurther established that all of the pairs of fingerprints
were indeed a match by submitting them for verification,
‘context free’ to two experienced fingerprint experis who
were not involved in or aware of our study (each had over 20
years of experience), Both experts independently verified
that all five pairs of fingerprints were indeed matches.

2.3, Procedure

Participants signed a consent form a few months prior
to the experiment. In this form they consented to being
tested sometime within the next 12 months without their
knowledge. Thus, we were able to oblain consent but yet
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test the experts within their normal working environment
without them knowing that they were in an experimental
situation. We pre-screened our participants and used only
participants that were not familiar with the fingerprint
of Mayfield.

Participants were asked by one of their colleagues to
examine a set of fingerprints, composed of a latent print
(from the crimne scene) and a print exemplar (a print obtained
from a suspect). They were (old that the pair of prints was the
one that was erroncously matched by the FBI as the Madrid
bomber, thus creating an extrancous context that the prints
were a non-maich,

The fingerprint experts were asked to decide whether
there was sufficient information available in the pair of prints
to make a definite and sound decision, and if so, what that
judgement was (a match or non-match). They were allowed
to evaluate the prints as they would do routinely: handling of
the prints, magnifying, lighting equipment, and so forth. The
experts were allowed an unlimited amount of time to make
their evaluation. The fingerprint experts were [urther
instructed to ignore the context and background information,
and to just focus solely on the actual print in their evaluation
and decision-making.

3. Results

Only one participant (20%) judged the prints to be a
match, thus making a consistent idensification regardless of
the extraneous context. The other four participants (80%)
changed their identification decision from the original deci-
sion they themselves had made five years earlier. Three of
these four participants direcily contradicted their previous
decision and now judged the fingerprints as definite non-
matches, whereas, the fourth participant now judged that
there was insufficient information to make a definite deci-
sion (either a match or a non-match) (Fig. 2).

Contradictory
decisions

Changed to
can’t decide

Changed to
no match

Consistent
decisions

Remained
a maich

Fig. 2. The covert empirical data showing that most of the expert
LPE changed their decisions when the same pair of fingerprinls were
presented in a different context,

4. Discussion

This study shows that fingerprint identification decisions
of experts are vulnerable to imrelevant and misleading con-
textual infAuences. Our study specifically demonsirates that
the extrancous context in which fingerprint examinations
occur can defermine the identification decision. When pre-
sented within a different context four out of five experts
made dilferent identification decisions. One of the four
decided that there was insufficient information available
in the latent print to make either a ‘match’ or ‘non-match’
decision, whereas, the other three fingerprint experts decided
that the fingerprints were a definite ‘non-match’. This is
striking given that all five experts had seen the identical
fingerprints previously and all had decided that the prints
were a sound and definite match.

This is the first research study to experimentally examine
the possible impacts of extraneous context in the real world
of biometric and forensic science. One reason for the lack of
research in this area is the difficully in conducling proper
scientific research with experts without their knowledge and
in their real working environmeni, while obtaining their
consent. We could only use experis for whom we could
covertly access and obtain archival files of their own past
judgements and who were not familiar with the Mayfield
fingerprint. This stipulation further decreased the availabil-
ity of suitable participants, but had the added advantage of
providing a unique opportunity to conduct a within-subject
study, The magnitude of the coniextual effect and the fact
that the experts had judged the same fingerprints in the past
enabled the sample to provide clear findings with a high level
of confidence. Furthermore, given that we conducted our
experiment within the real world conditions of the criminal
justice system, even if only one expert oul of five was
susceptible to such effects that in itself would have serious
implications.

Even if we were able increase our sample of expert
participants 10-fold (which is unrealistic, given all the
consiraints detailed above) and assuming that nene of the
additional pariicipanis would have been vulnerable to our
manipulation and changed their judgements (which is sta-
tistically highly unlikely), our data would still demonstrate
that approximately 10% of the experts were susceptible to
misleading extraneous contextval information. Thus, our
results are striking even though we used five expert parti-
cipants and a strong extrancous context.

The critical question is what do these resulls reflect and
what do they imply. Are the inconsistent fingerprint identi-
fication decisions a reflection of practitioners’ errors? Do
they reveal deeper methodological and procedural problems
in the way that fingerprint experts are trained and identifica-
tions are conducied? Or do the results point out basic flaws in
the scientific basis and asswinptions underlying fingerprint
identification altogether?

The data presented in this study, along with some of the
rare examples where erroncous identifications are publicly
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revealed and acknowledged, do not necessarily indicate
basic flaws in the scientific underpinning of fingerprint
identification. The fundamenlal question as to whether
fingerprint identification is a science is not addressed in this
study, since that raises a different set of issues that pertain to
a variety of “'sciences’ [4]. Our results also do not reflect or
reveal practitioners’ errors whereby experts’ negligence,
carelessness, and personal fault (infentional or not) produce
erroncous idenlifications. Such causes are often used to
deflect deeper scrutiny and discussion.

Rather, it seems that our findings of inconsistent identi-
ficaticn decisions may reflect cognitive flaws and limitations
in conducting objeciive and independent processing and
evaluation of the information. Tt is important (o note that
such probleins arise mainly in the more difficult and chal-
lenging cases, such as with latent fingerprints collected at
crime scenes that are distorted, partially missing, and con-
taminated. In such cases subjectivity is more pronounced
[3.5].

As extraneous contextual effects are more pronounced,
greater distortions can arise. The sources of such distortions
are many and varied, including emotional context, pressure,
contextual information, group think, biases, hopes and
expectations, self {ulfilling prophecies, and peer pressure.
In this study, we used a strong misleading extraneous con-
textual influence, but such influences do occur.

It is important first to establish empirically that experts
can be influenced by extrancous contexts, Now that we have
demonstrated such an effect, further research can and should
use different and more subtle manipulations to examine in
greater depth when such Ffactors affect performance and
render the expens vulnerable to misjudgements, and when
such factors are unlikely to affect performance (and we are
currently pursuing such research, see for example [6]).
When vulnerable, these effects can cause a variety of dis-
tortions that arise from ignoring parts of the evident infor-
maticn, over-emphasising and over-evaluating other parts of
the information, and changing decision criteria, to name bug
a few.

Vulnerabilities in fingerprint identification can be
minimized by betier initial selection and screening of
fingerprint experts; appropriate training and professional
development, and the adoption of methodological proce-
dures that adequately address potential pitfalls. Our
results show that even in the face of strong extrancous
contextual information one expert nevertheless did main-
tain their original judgement. That expert was indeed able
to focus objectively and consistently on the data, ignoring
the extraneous misleading contextual information, This
clearly demonstrates that it is possible to be much more
abjective, and that some experts may noi be optimizing
abjectivity.

The reliability and validity of a scientific method such as
fingerprint identification is maintained only when analysis is
refatively objective, and hence consistent, across indivi-
duals, times, and extraneous contexts. For fingerprint exam-

inatton to remain a credible forensic science, it must achieve
this level of objectivity of analysis, Qur study shows that it is
possible to alter identification decisions on the same finger-
print, solely by presenting it in a different context. This does
not imply that fingerprint and other forensic identifications
are not a science, but it does highlight problems of sub-
jectivily, interpretation, and other psychological and cogni-
tive elemenis that interact and may distort any scientific
inquiries [7].

One of the main sources of weaknesses in biometric and
other forensic sciences is the lack of research, attention, and
application of psychological elements that play a key role in
the identification processes. These range from the ways in
which perceptual factors (such as similarily and orientation)
affect the process of pattern recognition [8] to how we
consider decision alternalives and shift response criteria
[9]. With new and fufure statistical tools and technologies
the face of fingerprint and biometric identification is chan-
ging; however, psychology and cognitive elements continue
to play a critical role in their implementation and success
[10]. To highlight and address such potential pitfalls, cog-
nilive research needs to be applied systematically to the
world of biometrics and forensics. This is all the more
necessary in view of our findings that extraneous contextual
information is able to determine experts’ evalvation of
fingerprints. Given that fingerprint is a well-established
and relatively objective forensic discipline, then distorting
cifects are undoubtedly as prevalent, if not more so, in other
biometrics and forensic disciplines [11].
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