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The Independent Insurance Agents of Connecticut supports legislation that provides
for the protection of an individual’s private information. Social security numbers and other
private information should be safeguarded by all businesses and government entities and
penalties should be placed on those that use them for a fraudulent purpose. SB-30 proposes to
do this but, there are provisions in this proposal that will impede business and ultimately
impact the consumer in a negative way.

Specifically, Section 8 of SB -30 states that “no business entity or nonprofit group
should request or require, as a condition of offering any goods, services or retail discount
cards, that an individual provide a social security number.” This broad restriction would
impede the sale of insurance, particularly auto insurance, and would impact the insurance
consumer negatively.

The insurance industry already is regulated on the use of social security numbers in
numerous state statutes including The Connecticut Insurance Information and Privacy
Protection Act and the Privacy of Consumer Financial Information. In addition, the industry is
regulated under Connecticut regulation 38a-8-124-126 on Safeguarding Customer Financial
Information (copy attached).

The Independent Insurance Agents of Connecticut urges the members of the General

Law Committee to oppose the provisions of Section 8 in SB-30 as this would have a negative
impact on the sale of insurance and other financial services products.
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The Regulations of Connecticut State Agencies are amended by adding sections 38a-8-124 to
38a-8-126, inclusive, as follows:

Sec. 38a-8-124. Definitions

As used in sections 38a-8-124 to 38a-8-126, inclusive, of the Regulations of
Connecticut State Agencies:

(1) “Customer” means “customer” as defined in section 382-8-106 of the Regulations of
Connecticut State Agencies.

(2  “Customer information” means “nonpublic personat financial information™ as defined
in section 382-8-106 of the Regulations of Connecticut State Agencies, about a customer,
whether in paper, electronic, or other form that is maintained by or on behalf of the licenses,

(3)  “Customer information systems™ means the methods used to access, collect, store, use,
transmit, protect or dispose of customer information, and inchudes, but js not limited to, an
“Information processing system” as defined in section [-267 of the Connecticut General
Statutes.

(4}  “Licensee” means “licensee™ as defined in section 382-8-106 of the Regulations of
Connecticut State Agencies.

{5)  “Service provider” means a person that provides services to the licensee and
maintains, processes or otherwise is permitted access to eustomer information.

Sec. 38a-8-125. Information Security Program

Each licensee shall implement a comprehensive written information security program that
inciudes administrative, technical and physical safeguards for the protection of customer
information that are appropriate to the size and complexity of the licensee and the nature and
scope of its activities. Each information security program shall be designed to: ensure the
security and confidentiality of customer information; protect against any anticipated threats or
hazards to the security or integrity of customer information; and protect against unauthorized
access to, or use of, custorner information that could result in substantial harm or
inconvenience to any customer.

' Sec. 38a-8-126. Developing and Implementing an knformation Security Program

The actions and procedures described in this section are examples of methods of
implementation of the requirements of section 38a-8-125 of the Regulations of Connecticut
State Agencies. These examples are non-exclusive illustrations of actions and procedures that
licensees may follow to implement section 38a-8-125 of the Regulations of Connecticut State
Apencies.

(I} The licensee identifies reasonably foreseeable internal or external threats that could
result in unauthorized disclosure, misuse, alteration or destruction of customer information or
customer information systems. The licensee assesses the likelihood and potential damage of
the risks presented by the threats it has identified, taking into consideration the sensitivity of
customer information. The licensee assesses the sufficiency of the policies and procedures it
has in place to control the risks it has identified. :

(2)  Thelicensee designs its information security program to control the identified risks,
commensurate with the sensitivity of the information and the complexity and scope of the
licensee’s activities. The licensee trains staff, as appropriate, to implement the licensee’s
information security program and regularly tests or otherwise regularly monitors the key
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controls, systems and procedures of its information security program. The frequency and
nature of these tests or other moniforing practices are determined by the Jicensee’s risk
assessment.

(3)  The licensee exercises due diligence in selecting service providers, and requires its
service providers to implement measures designed to meet the objectives of section 38a-8-125
of the Regulations of Connecticut State Agencies and takes appropriate steps to confirm that
its service providers have done so.

(4) The licensee monitors, evaluates and adjusts, as appropriate, its information security
program to reflect any relevant changes in technology, the sensitivity of its customer
information, internal or external threats to information, and the licensee’s own changing
business arrangements, such as mergers and acquisitions, alliances and joint ventures,
cutsourcing arrangements and changes to its customér information systems.

Statement of purpose:

To establish standards for developing and implementing administrative, technical and physical
safeguards o protect the security, confidentiality and integrity of customer financial information,
pursuant 1o Sections 561, 505(b), and 507 of the Gramm-Leach-Bliley Act, codified at 15 U.S.C.
6801, 6805(b) and 6807 and section 38a-8a of the Connecticut General Statutes.



