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January Session, 2003 Substitute Senate Bill No. 688

Senate, May 5, 2003

The Committee on Judiciary reported through SEN.
MCDONALD of the 27th Dist., Chairperson of the Committee
on the part of the Senate, that the substitute bill ought to pass.

AN ACT CONCERNING IDENTITY THEFT.

Be it enacted by the Senate and House of Representatives in General
Assembly convened:

Section 1. Section 53a-129a of the general statutes is repealed and
the following is substituted in lieu thereof (Effective October 1, 2003):

(a) A person [is guilty of] commits identity theft when such person
intentionally obtains personal identifying information of another
person without the authorization of such other person and uses that
information for any unlawful purpose including, but not limited to,
obtaining, or attempting to obtain, money, credit, goods, services,
property or medical information in the name of such other person

without the consent of such other person.

(b) As used in this section, "personal identifying information" means

[a] any name, number or other information that may be used, alone or

in conjunction with any other information, to identify a specific

individual including, but not limited to, such individual's name, date
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of birth, mother's maiden name, motor vehicle operator's license

number, Social Security number, employee identification number,
[mother's maiden name,] employer or taxpayer identification number,

alien registration number, government passport number, health

insurance identification number, demand deposit account number,

savings account number, [or] credit card number, debit card number

or unique biometric data such as fingerprint, voice print, retina or iris

image, or other unique physical representation.

[(b) Identity theft is a class D felony.]

Sec. 2. (NEW) (Effective October 1, 2003) (a) A person is guilty of
identity theft in the first degree when such person commits identity
theft, as defined in section 53a-129a of the general statutes, as amended
by this act, and the value of the property or service obtained exceeds

ten thousand dollars.
(b) Identity theft in the first degree is a class B felony.

Sec. 3. (NEW) (Effective October 1, 2003) (a) A person is guilty of
identity theft in the second degree when such person commits identity
theft, as defined in section 53a-129a of the general statutes, as amended
by this act, and the value of the property or service obtained exceeds

five thousand dollars.
(b) Identity theft in the second degree is a class C felony.

Sec. 4. (NEW) (Effective October 1, 2003) (a) A person is guilty of
identity theft in the third degree when such person commits identity
theft, as defined in section 53a-129a of the general statutes, as amended
by this act.

(b) Identity theft in the third degree is a class D felony.

Sec. 5. (NEW) (Effective October 1, 2003) (a) A person is guilty of
trafficking in personal identifying information when such person sells,
gives or otherwise transfers personal identifying information, as
defined in section 53a-129a of the general statutes, as amended by this

sSB688 / File No. 635 2
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act, of another person to a third person knowing that such information
has been obtained without the authorization of such other person and
that such third person intends to use such information for an unlawful

purpose.

(b) Trafficking in personal identifying information is a class D

felony.

Sec. 6. (NEW) (Effective October 1, 2003) Whenever a person is
convicted of a violation of section 53a-129a of the general statutes,
revision of 1958, revised to January 1, 2003, or section 2, 3 or 4 of this
act, the court may issue such orders as are necessary to correct a public

record that contains false information as a result of such violation.

Sec. 7. (NEW) (Effective October 1, 2003) Any person who believes he
or she is a victim of a violation of section 53a-129a of the general
statutes, revision of 1958, revised to January 1, 2003, or section 2, 3 or 4
of this act may file a complaint reporting such alleged violation with
the law enforcement agency for the town in which such person resides.
Such law enforcement agency shall accept such complaint, prepare a
police report on the matter, provide the complainant with a copy of
such report and investigate such alleged violation and any other
offenses allegedly committed as a result of such violation and shall, if
necessary, coordinate such investigation with any other law

enforcement agencies.

Sec. 8. Section 54-1d of the general statutes is repealed and the
following is substituted in lieu thereof (Effective October 1, 2003):

(a) Except as provided in [subsection (b)] subsections (b) and (c) of

this section, defendants in criminal actions shall be brought either to
the court in the geographical area established pursuant to section 51-
348, in which the crime was alleged to have been committed, or, if the
arrest was by warrant, to the court in the geographical area in which
the arrest was made, for arraignment. If the defendant was brought to
the court in the geographical area in which the arrest was made for

arraignment and was not released from custody after such
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arraignment, the defendant shall be presented to the court in the
geographical area in which the crime was alleged to have been
committed not later than the second court day following such
arraignment. A criminal cause shall not fail on the ground that it has

been submitted to a session of improper venue.

(b) Any defendant who is charged with multiple offenses under any
provision of section 53a-127b or sections 53a-128a to 53a-128i,
inclusive, where such offenses were alleged to have been committed in
more than one geographical area established pursuant to section 51-
348, may be presented to the court in any one of such geographical
areas. The court may consolidate all such offenses into a single
criminal action and shall have jurisdiction over such action.

(c) Any defendant who is charged with a violation of section 53a-

129a of the general statutes, revision of 1958, revised to January 1, 2003,

or section 2, 3 or 4 of this act and any defendant who is charged with

any other offense committed as a result of such violation may be

presented to the court in the geographical area in which the victim

resides.

Sec. 9. (NEW) (Effective October 1, 2003) (a) A consumer, as defined
in section 36a-695 of the general statutes, who believes he or she is a
victim of a violation of section 53a-129a of the general statutes, revision
of 1958, revised to January 1, 2003, or section 2, 3 or 4 of this act may
request a credit rating agency, as defined in section 36a-695 of the
general statutes, to block and not report information appearing on his
or her credit report, as defined in section 36a-695 of the general
statutes, as a result of such violation. Such consumer shall submit such
request, in writing, to the credit rating agency, together with proof of
such consumer's identity and a copy of a police report prepared
pursuant to section 7 of this act. Not later than thirty days after receipt
of such request, the credit rating agency shall block reporting any
information that the consumer alleges appears on his or her credit
report as a result of such violation so that the information cannot be

reported. The credit rating agency shall promptly notify the furnisher

sSB688 / File No. 635 4
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of the information that a police report has been filed, that a block has

been requested and the effective date of the block.

(b) A credit rating agency may decline to block or may rescind any
block of consumer information if the credit rating agency believes in
good faith that: (1) The information was blocked due to a
misrepresentation of fact by the consumer relevant to the request to
block under this section, (2) the consumer agrees that the blocked
information or portions of the blocked information were blocked in
error, (3) the consumer knowingly obtained possession of goods,
services or moneys as a result of the blocked transaction or
transactions or the consumer should have known that he or she
obtained possession of goods, services or moneys as a result of the
blocked transaction or transactions, (4) the information was blocked
due to fraud in which the consumer participated or of which the
consumer had knowledge, and which may for purposes of this section
be demonstrated by circumstantial evidence, or (5) the credit rating
agency, in the exercise of good faith and reasonable judgment, has
substantial reason based on specific, verifiable facts to doubt the
authenticity of the consumer's report of a violation of section 53a-129a
of the general statutes, revision of 1958, revised to January 1, 2003, or

section 2, 3 or 4 of this act.

(c) If the credit rating agency declines to block information or
rescinds the block of information pursuant to subsection (b) of this
section, the credit rating agency shall promptly notify the consumer in
the same manner as consumers are notified of the reinsertion of
information pursuant to subsection (b) of section 36a-699b of the
general statutes. The prior presence of the blocked information in the
credit rating agency's file on the consumer is not evidence of whether
the consumer knew or should have known that he or she obtained

possession of any goods, services or moneys.

(d) A credit rating agency shall accept the consumer's version of the
disputed information and correct the disputed item when the

consumer submits to the credit rating agency documentation obtained

sSB688 / File No. 635 5
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from the source of the item in dispute or from public records
confirming that the report was inaccurate or incomplete, unless the
credit rating agency, in the exercise of good faith and reasonable
judgment, has substantial reason based on specific, verifiable facts to
doubt the authenticity of the documentation submitted and notifies the
consumer in writing of that decision, explaining its reasons for
unblocking the information and setting forth specific, verifiable facts

on which the decision is based.

(e) A credit rating agency shall delete from a credit report inquiries
for credit reports based upon credit requests that the credit rating
agency verifies were initiated as a result of a violation of section 53a-
129a of the general statutes, revision of 1958, revised to January 1, 2003,

or section 2, 3 or 4 of this act.

(f) The provisions of this section do not apply to: (1) A credit rating
agency that acts as a reseller of credit information by assembling and
merging information contained in the databases of other credit rating
agencies, and that does not maintain a permanent database of credit
information from which new credit reports are produced, (2) a check
services or fraud prevention services company that issues reports on
incidents of fraud or authorizations for the purpose of approving or
processing negotiable instruments, electronic funds transfers or similar
payment methods, or (3) a demand deposit account information
service company that issues reports regarding account closures due to
fraud, substantial overdrafts, automatic teller machine abuse or similar
negative information regarding a consumer to inquiring banks or other
financial institutions for use only in reviewing a consumer request for
a demand deposit account at the inquiring bank or financial
institution.

Sec. 10. (NEW) (Effective October 1, 2003) (a) If a person determines
that an application in such person's name for a loan, line of credit,
credit account, credit card, charge card, public utility service or
telecommunications service has been filed with any person, firm or

corporation by an unauthorized person, or that an account in such

sSB688 / File No. 635 6
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person's name has been opened with a financial institution, public
utility or telecommunications service provider by an unauthorized
person, such person may request information related to the application
or account by submitting to the person, firm or corporation with which
the application was filed or the account was opened a copy of a police
report prepared pursuant to section 7 of this act and identifying
information in the categories of information that the unauthorized
person used to complete the application or to open the account. Upon
request by such person in whose name the application was filed or in
whose name the account was opened, such person, firm or corporation
shall inform such person of the categories of identifying information
that the unauthorized person used to complete the application or to
open the account. Not later than ten business days after receipt of such
person's request and submission of the copy of the police report and
identifying information, such person, firm or corporation shall,
without charge, provide such person, or a law enforcement officer
specified by such person, information related to the application or
account, including a copy of the unauthorized person's application or
application information, and a record of transactions or charges

associated with the application or account.

(b) Prior to providing information to a law enforcement officer
pursuant to subsection (a) of this section, the person, firm or
corporation may require the person who made the request for such
information to submit a signed and dated statement in which such
person: (1) Authorizes disclosure for a stated period; (2) specifies the
name of the agency or department to which the disclosure is
authorized; and (3) identifies the types of records that such person
authorizes to be disclosed. The statement shall contain a notice that

such person has the right at any time to revoke the authorization.

Sec. 11. Section 52-571h of the general statutes is repealed and the
following is substituted in lieu thereof (Effective October 1, 2003):

(@) Any person aggrieved by an act constituting a violation of

section 53a-129a of the general statutes, revision of 1958, revised to

sSB688 / File No. 635 7
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January 1, 2003, or section 2, 3 or 4 of this act may bring a civil action in

the Superior Court for damages against the person who committed the
violation.

(b) In any civil action brought under this section in which the
plaintiff prevails, the court shall award the greater of one thousand
dollars or treble damages, together with costs and a reasonable

attorney's fee.

(c) No action under this section shall be brought but within two

years from the date when the violation first occurs or is discovered or

in the exercise of reasonable care should have been discovered.

Sec. 12. (NEW) (Effective October 1, 2003) (a) On and after January 1,
2005, no person, firm or corporation that accepts credit cards or debit
cards for the transaction of business may print on a receipt provided to
the cardholder (1) more than the last five digits of the credit card or
debit card account number, or (2) the expiration date of the credit card
or debit card.

(b) The provisions of subsection (a) of this section apply only to
receipts that are electronically printed and do not apply to transactions
in which the sole means of recording the cardholder's credit card or
debit card account number is by handwriting or by an imprint or copy
of the credit card or debit card.

Sec. 13. (NEW) (Effective October 1, 2003) (a) For the purposes of this
section:

(1) "Business" means an individual, association, corporation, general
or limited partnership, limited liability partnership, limited liability
company, statutory trust or other entity doing business in this state;

(2) "Records" means any material, regardless of the physical form,
on which information is recorded or preserved by any means,
including in written or spoken words, graphically depicted, printed or
electromagnetically transmitted, but does not include publicly

available directories containing information that an individual has

sSB688 / File No. 635 8
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voluntarily consented to have publicly disseminated or listed, such as

name, address or telephone number;

(3) "Customer' means an individual who provides personal
information to a business for the purpose of purchasing, leasing or

obtaining goods or services from the business; and

(4) "Personal information" means any information that identifies,
relates to, describes or is capable of being associated with, a particular
individual, including, but not limited to, his or her name, signature,
Social Security number, physical characteristics or description,
address, telephone number, passport number, driver's license number,
insurance policy number, educational history, employment history,
bank account number, credit card number, debit card number and any

other financial information.

(b) A business shall take all reasonable steps to destroy, or arrange
for the destruction of, a customer's records within its custody or
control containing personal information that is no longer to be retained
by such business by (1) shredding, (2) erasing, or (3) otherwise
modifying the personal information in such records to make it

unreadable or undecipherable through any means.

(c) Any customer aggrieved by a violation of subsection (b) of this
section may bring a civil action in the Superior Court to enjoin further
violations and to recover the actual damages sustained by reason of

such violation, together with costs and a reasonable attorney's fee.

Sec. 14. (NEW) (Effective October 1, 2003) (a) On and after January 1,
2005, no person, firm or corporation shall:

(1) Publicly post or publicly display in any manner an individual's
Social Security number. For the purposes of this subdivision, "publicly
post" or "publicly display" means to intentionally communicate or

otherwise make available to the general public;

(2) Print an individual's Social Security number on any card

required for the individual to access products or services provided by

sSB688 / File No. 635 9
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the person, firm or corporation;

(3) Require an individual to transmit such individual's Social
Security number over the Internet, unless the connection is secure or

the Social Security number is encrypted;

(4) Require an individual to use such individual's Social Security
number to access an Internet web site, unless a password or unique
personal identification number or other authentication device is also

required to access the Internet web site; or

(5) Print an individual's Social Security number on any materials
that are mailed to the individual, unless state or federal law requires
the Social Security number to be on the document to be mailed, except
that Social Security numbers may be included in applications and
forms sent by mail, including documents sent (A) as part of an
application or enrollment process, (B) to establish, amend or terminate
an account, contract or policy, or (C) to confirm the accuracy of the

Social Security number.

(b) A person, firm or corporation that has used, prior to January 1,
2005, an individual's Social Security number in a manner inconsistent
with subsection (a) of this section, may continue using that individual's
Social Security number in that manner on or after January 1, 2005, if

the following conditions are met:

(1) The use of the Social Security number is continuous, provided if
the use ceases for any reason, subsection (a) of this section shall apply;

and

(2) The individual is provided an annual disclosure, commencing
with calendar year 2005, that informs the individual that such
individual has the right to stop the use of such individual's Social
Security number in a manner prohibited by subsection (a) of this

section.

(c) A written request by an individual to stop the use of such

individual's Social Security number in a manner prohibited by

sSB688 / File No. 635 10
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subsection (a) of this section shall be implemented not later than thirty
days after the receipt of the request. There shall be no fee or charge for
implementing the request. A person, firm or corporation shall not deny
services to an individual because the individual makes a written

request pursuant to this subsection.

(d) This section does not prevent the collection, use or release of a
Social Security number as required by state or federal law or the use of
a Social Security number for internal verification or administrative

purposes.

(e) This section does not apply to documents that are required to be

open to the public pursuant to the Freedom of Information Act.

Sec. 15. (Effective October 1, 2003) The Police Officer Standards and
Training Council shall evaluate the basic and review police training
programs conducted or administered by the council to determine if
such programs provide adequate and sufficient training on the subject
of identity theft. Not later than February 4, 2004, the council shall
report its findings and recommendations to the judiciary committee of
the General Assembly in accordance with section 11-4a of the general

statutes.

Sec. 16. Subsection (a) of section 53a-118 of the general statutes is
repealed and the following is substituted in lieu thereof (Effective
October 1, 2003):

(a) The following definitions are applicable to this part and sections

2, 3 and 4 of this act: (1) "Property" means any money, personal

property, real property, thing in action, evidence of debt or contract, or
article of value of any kind. Commodities of a public utility nature
such as gas, electricity, steam and water constitute property, but the
supplying of such a commodity to premises from an outside source by
means of wires, pipes, conduits or other equipment shall be deemed a
rendition of a service rather than a sale or delivery of property. (2)
"Obtain" includes, but is not limited to, the bringing about of a transfer

or purported transfer of property or of a legal interest therein, whether

sSB688 / File No. 635 11
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to the obtainer or another. (3) To "deprive" another of property means
(A) to withhold it or cause it to be withheld from [him] such person
permanently or for so extended a period or under such circumstances
that the major portion of its economic value or benefit is lost to [him]
such person, or (B) to dispose of the property in such manner or under
such circumstances as to render it unlikely that an owner will recover
such property. (4) To "appropriate" property of another to oneself or a
third person means (A) to exercise control over it, or to aid a third
person to exercise control over it, permanently or for so extended a
period or under such circumstances as to acquire the major portion of
its economic value or benefit, or (B) to dispose of the property for the
benefit of oneself or a third person. (5) An "owner" means any person
who has a right to possession superior to that of a taker, obtainer or
withholder. (6) To '"receive" means to acquire possession, control or
title, or to lend on the security of the property. (7) "Service" includes,
but is not limited to, labor, professional service, public utility and
transportation service, the supplying of hotel accommodations,
restaurant services, entertainment, and the supplying of equipment for
use. (8) "Check" means any check, draft or similar sight order for the
payment of money which is not postdated with respect to the time of
issuance. (9) "Drawer" of a check means a person whose name appears
thereon as the primary obligor, whether the actual signature be that of
himself or of a person purportedly authorized to draw the check in his
behalf. (10) "Representative drawer" means a person who signs a check
as drawer in a representative capacity or as agent of the person whose
name appears thereon as the principal drawer or obligor. (11) A person
"issues" a check when, as a drawer or representative drawer thereof,
[he] such person delivers it or causes it to be delivered to a person who
thereby acquires a right against the drawer with respect to such check.
One who draws a check with intent that it be so delivered is deemed to
have issued it if the delivery occurs. (12) A person "passes" a check
when, being a payee, holder or bearer of a check which previously has
been or purports to have been drawn and issued by another, [he] such
person delivers it, for a purpose other than collection, to a third person

who thereby acquires a right with respect thereto. (13) "Funds" means

sSB688 / File No. 635 12
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money or credit. (14) A drawer has "insufficient funds" with a drawee
to cover a check when [he] such drawer has no funds or account
whatever, or funds in an amount less than that of the check; and a
check dishonored for "no account" shall also be deemed to have been
dishonored for ‘insufficient funds". (15) "Credit" means an
arrangement or understanding with a bank or depository for the

payment of a check, draft or order in full on presentation.

Sec. 17. Section 53a-121 of the general statutes is repealed and the
following is substituted in lieu thereof (Effective October 1, 2003):

(a) For the purposes of this part and sections 2, 3 and 4 of this act,

the value of property or services shall be ascertained as follows: (1)
Except as otherwise specified in this section, value means the market
value of the property or services at the time and place of the crime or,
if such cannot be satisfactorily ascertained, the cost of replacement of
the property or services within a reasonable time after the crime. (2)
Whether or not they have been issued or delivered, written
instruments, except those having a readily ascertainable market value
such as some public and corporate bonds and securities, shall be
evaluated as follows: (A) The value of an instrument constituting
evidence of debt, such as a check, draft or promissory note, shall be
deemed the amount due or collectible thereon, such figure ordinarily
being the face amount of the indebtedness less any portion thereof
which has been satisfied; (B) the value of any other instrument which
creates, releases, discharges or otherwise affects any valuable legal
right, privilege or obligation shall be deemed the greatest amount of
economic loss which the owner of the instrument might reasonably
suffer by virtue of the loss of the instrument. (3) When the value of
property or services cannot be satisfactorily ascertained pursuant to
the standards set forth in this section, its value shall be deemed to be

an amount less than fifty dollars.

(b) Amounts included in thefts committed pursuant to one scheme
or course of conduct, whether from the same person or several

persons, may be aggregated in determining the grade of the offense.

sSB688 / File No. 635 13
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This act shall take effect as follows:
Section 1 October 1, 2003
Sec. 2 October 1, 2003
Sec. 3 October 1, 2003
Sec. 4 October 1, 2003
Sec. 5 October 1, 2003
Sec. 6 October 1, 2003
Sec. 7 October 1, 2003
Sec. 8 October 1, 2003
Sec. 9 October 1, 2003
Sec. 10 October 1, 2003
Sec. 11 October 1, 2003
Sec. 12 October 1, 2003
Sec. 13 October 1, 2003
Sec. 14 October 1, 2003
Sec. 15 October 1, 2003
Sec. 16 October 1, 2003
Sec. 17 October 1, 2003
JUD Joint Favorable Subst.
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The following fiscal impact statement and bill analysis are prepared for the benefit of members of the
General Assembly, solely for the purpose of information, summarization, and explanation, and do not

represent the intent of the General Assembly or either House thereof for any purpose:

|
OFA Fiscal Note

State Impact:
Agency Affected Fund-Type FY04$ FYO05$
Judicial Dept.; Correction, Dept. GF - Cost None Potential
Judicial Dept. GF - Revenue Less than = Less than
Gain 50,000 50,000
Police Officer Std. & Training Council | GF - None None None
Note: GF=General Fund
Municipal Impact:
Municipalities Effect FY04$ FY 05 $
Municipal Police Departments None None None

Explanation

The bill increases the penalty for identity theft based on the value of
stolen property or services. This change would raise the maximum
sentence from five to twenty years. It is anticipated that the increased
penalty would apply to a substantial number of offenders since the
average theft is $17,000 - $18,000, which qualifies as a class B felony
under the bill.!

In FY 02 there were 157 offenses under current law, resulting in 36
convictions.  Seventeen offenders are under the custody of the
Department of Correction for identity theft; eighty-five offenders are
under court supervision as probationers. There were no fines imposed
in FY 02, and therefore any revenue gain under the bill is expected to
be minimal. The bill could double the number of persons incarcerated
or under probation for identity theft by increasing sentence lengths.

The average cost of incarceration is $26,331 annually and the average

sSB688 / File No. 635 15
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cost of probation would range from $300 - $1,000, depending upon the
level of supervision required. The potential impact of the bill's new
crime of trafficking in personal identifying information is expected to

be minor given the total number of offenses for identity theft.

Section 7 of the bill establishes the procedures for reporting and
processing identity theft crimes. Specifically, the bill allows a victim to
file a complaint with the law enforcement agency in their own town
regardless of where the actual theft occurred. It further provides that a
law enforcement agency that has received an identity theft complaint
must coordinate with other such agencies in its investigation. While
the procedures outlined in the bill may result in a workload increase
for state and local police, it is not anticipated that additional resources
would be needed. The majority of the procedures described are within
current practice.

Section 13 of the bill specifies that aggrieved customers may bring a
civil action against any business that does not destroy personal
information. This change is not expected to substantially alter the
caseload of the Judicial Department’s Civil Division. Consequently,

there is no fiscal impact.

Section 15 requires the Police Officer Standards and Training
Council to evaluate the adequacy of basic and review police training
programs with respect to identity theft issues. Conducting such an
evaluation and submitting findings and recommendations would not

result in any fiscal impact to the state.

1 A class B felony is punishable by a fine of up to $15,000 and/or imprisonment of up
to 20 years. Under current law, identity theft is a class D felony which provides for a
fine of up to $5,000 and/or imprisonment of up to 5 years.
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OLR Bill Analysis
sSB 688

AN ACT CONCERNING IDENTITY THEFT

SUMMARY:

This bill imposes graduated penalties for identity theft violations,
establishes procedures to assist victims of the crimes, and requires
businesses to revise certain practices to prevent the crimes.
Specifically, the bill:

1. broadens the acts that constitute identity theft;
2. establishes three different classifications of the crime;

3. creates the crime of trafficking in personal identification
information;

4. establishes a procedure for reporting and processing identity theft
crimes and requires an evaluation of police officer training in this
area;

5. authorizes courts to issue any orders necessary to correct false
information in public records caused by identity theft crimes;

6. establishes a procedure for credit rating agencies to block and not
report credit information resulting from such crimes;

7. prohibits businesses and people from printing more than the last
five digits of a credit or debit account number on a consumer’s

receipt;

8. requires them to destroy customer records containing personal
information that they no longer need;

9. establishes a two-year statute of limitations for civil damage actions
against identity theft violators; and

10. with certain exceptions, prohibits individuals, firms, and
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corporations from publicly disclosing Social Security numbers.
EFFECTIVE DATE: October 1, 2003
IDENTITY THEFT CRIMES
Crimes

By law, a person commits identity theft when he intentionally obtains,
without permission, another person’s personal identifying information
and uses it for unlawful purposes. The bill specifies that use of the
information to illegally obtain money or property is an unlawful
purpose. It makes this offense third-degree identity theft, but leaves it
classified as a class D felony, punishable by one to five years in prison,
up to a $2,000 fine, or both.

The bill makes it second-degree identity theft, a class C felony, to
commit identity theft involving property or services valued at over
$5,000. The penalty is up to 10 years in prison, a $10,000 fine, or both.
It makes it first-degree identity theft, a class B felony, if the property or
service involved is valued at over $10,000. The penalty is up to 20
years in prison, a $15,000 fine, or both.

Definitions

The bill broadens the definition of “personal identifying information”
to include any name, number, or other information that may be used,
alone or in conjunction with any other information, to identify a
specific individual. It specifies that the information includes a person’s
date of birth; employer or taxpayer identification, alien registration,
government passport, health insurance identification or debit card
number; or unique biometric data, such as fingerprint, voice print,
retina or iris image, or other unique physical representation. Under
current law, personal identifying information is limited to a driver’s
license, Social Security, employee identification, demand deposit,
savings account, or credit card number; or someone’s mother’s maiden
name.

The bill applies the definitions of “property” and “services” and the
manner for determining their value that currently apply to larceny to
identity theft. Under the larceny statute, “property” means any
money, personal property, real property, evidence of a debt or
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contract, or article of value of any kind. “Service” includes labor,
professional service, public utility and transportation service, hotel
accommodations, restaurant services, entertainment, and equipment
supplied for use.

Property and services are generally valued at their fair market value at
the time and place of the crime or, when fair market value cannot be
ascertained, their replacement value within a reasonable time after the
crime.

CRIME OF TRAFFICKING IN PERSONAL IDENTIFYING
INFORMATION

The bill makes it a class D felony for anyone to sell, give, or otherwise
transfer another person’s personal identifying information to a third
person knowing that the (1) information was obtained without the
owner’s authorization and (2) third person intends to use it for an
unlawful purpose. The penalty for trafficking in personal identifying
information is one to five years in prison, up to a $2,000 fine, or both.

IDENTITY THEFT REPORTING, PROCESSING, AND TRAINING

The bill allows people who believe that they are identity theft victims
to file a complaint of the suspected violation with the law enforcement
agency in their town of residence. The agency must accept the
complaint, prepare a police report, give the complainant a copy of the
report, and investigate the allegation and any other related violations.
Where necessary, the agency must coordinate investigations with other
law enforcement agencies.

The bill also allows identity theft offenders to be arraigned in the
superior court for the geographical area where the victim lives rather
than in the court where either the crime was allegedly committed or
the arrest was made.

Lastly, it requires the Police Officer Standards and Training Council to
evaluate the basic and review police training programs it conducts or
administers to determine if they provide adequate and sufficient
training regarding identity theft. The council must report its findings
and recommendations to the Judiciary Committee by February 4, 2004.

RECOURSE BY IDENTITY THEFT VICTIMS
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Block Negative Credit Reports Resulting From Identity Theft

The bill allows people who believe that they are identity theft victims
to ask a credit rating agency to block and not report information
appearing on their credit report as a result of the crime. The consumer
must submit the request in writing and include proof of identity and a
copy of the police report of the crime. Within 30 days after receiving
the request, the agency must stop reporting any information that
resulted from the crime. The agency must also promptly notify the
person or business that furnished the information of the police report
and the effective date of the block.

Disputed Information. Credit rating agencies must accept consumers’
versions of disputed information and correct the disputed item when
they confirm that the report was inaccurate or incomplete unless the
agencies, in good faith and wusing reasonable judgment, have
substantial reason to doubt the documentation’s authenticity and give
the consumers written notice of that decision, explaining the reasons
for unblocking the information with specific, verifiable facts.
Consumers’ confirmation of inaccuracy or incompleteness must come
from documents held by the source of the item in dispute or public
agencies.

Banking laws currently require credit rating agencies to correct

misinformation their files and establish a procedure for investigating
the accuracy of information (see BACKGROUND).

Declining to, or Rescinding a, Block. A credit rating agency may
decline to block or rescind a block if it has a good faith belief that the
consumer (1) misrepresented the facts in the request for a block; (2)
agrees that information, or portions of it, was blocked in error; (3)
knew or should have known that he received goods, services, or
money as a result of blocked transactions; (4) knew of, or participated
in, fraud to get the information blocked; or (5) lied about being a crime
victim. The agency may demonstrate fraud by using circumstantial
evidence. In addition to good faith, it must exercise reasonable
judgment and have substantial reason, based on specific, verifiable
facts, to doubt the authenticity of the consumer’s police report alleging
identity theft. The prior presence of blocked information in consumers’
credit rating files cannot be used as evidence that they knew or should
have known that they received goods, services, or money.
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Credit rating agencies must promptly notify consumers of their
decision not to block or to rescind a block on information. The notice
must be given in the same way that the agencies notify consumers
when information is reinserted into a report under existing law.

Credit Report Deletions. Credit rating agencies must delete from
credit reports credit inquiries that the agencies verify were initiated as
a result of consumers’ status as identity theft victims.

Exceptions to Blocking. The blocking provisions do not apply to (1)
credit rating agencies that assemble or merge credit information for
resale and do not maintain a permanent database for producing new
credit reports; (2) a check or fraud prevention services company that
approves or processes negotiable instruments, electronic funds
transfers, or similar payment methods; or (3) a demand deposit
account information service company that tell banks or other financial
institutions that ask about a potential customer’s account closures due
to fraud, substantial overdrafts, automatic teller machine abuse, or
similar negative information.

Request Copies of Information Provided by Unauthorized People

The bill permits identity theft victims to request information that an
unauthorized person used to apply for or acquire a loan, line of credit,
credit account, credit card, charge card, or public utility or
telecommunication service in the victim’s name. The victim must
submit a copy of the police report of the crime and identifying
information of the type submitted by the unauthorized person. The
person or business must tell the crime victim of the categories of
information the unauthorized person submitted.

Not later than 10 business days after the request (with required
accompanying information) is received, the person or business must,
without charge, give the victim or a specified law enforcement officer
application or account information and a record of transactions or
charges associated with the application or account.

Before giving the information to a law enforcement officer, the person
or business may require the victim to submit a signed and dated
statement (1) authorizing the disclosure for a stated period, (2)
specifying the officer’s agency or department, and (3) identifying the
types of records to be disclosed. The statement must contain the
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victim’s right to revoke the authorization at any time.
Civil Action for Damages

By law, victims of identity theft (third-degree identity theft under the
bill) can bring a civil action for damages against their offender in
Superior Court. The law requires courts to award prevailing plaintiffs
with the greater of $1,000 or treble damages, costs, and reasonable
attorney’s fees.

The bill extends the authority to sue to victims of first- and second-
degree identity theft. It establishes a two-year statute of limitation for
bringing the action. The limitation period starts from the date the
violation first occurs, is discovered, or reasonably should have been
discovered. (It is unclear whether the period starts with the earlier or
later of these likely different dates.)

BUSINESS PRACTICES
Prohibition Against Account Numbers on Receipts

Beginning January 1, 2005, the bill prohibits businesses that accept
credit or debit cards from printing more than the last five digits of the
cards’ account numbers or expiration dates on consumers’ receipts.
The prohibition applies only to electronic receipts and not to
transactions solely recorded by handwriting or by imprinting the card.

Destruction of Records

The bill requires any entity doing business in the state, including
statutory trusts, to take all reasonable steps to destroy or arrange for
the destruction of consumer records with personal information within
its custody or control and that it will no longer retain. The records
must be shredded, erased, or otherwise modified to make the personal
information unreadable or undecipherable.

Any customer aggrieved by a violation may bring a civil action in
Superior Court to enjoin further violations and to recover actual
damages, costs, and reasonable attorney’s fees.

The bill defines “records” as any material on which information is
recorded or preserved, except publicly available directories containing
information that a person has voluntarily consented to have publicly
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disseminated or listed, such as his name, address, or telephone
number. It defines “personal information” as any information that
identifies, relates to, describes, or is capable of being associated with a
particular individual. Examples of personal information are physical
characteristics or descriptions, educational or employment histories,
and any financial information.

Prohibition Against Publicly Disclosing Social Security Numbers

With certain exceptions, the bill prohibits the public disclosure of
Social Security numbers. The prohibition does not prevent the
numbers from being (1) collected, used, or released as required by state
or federal law or (2) used for internal verification or administrative
purposes. The prohibition does not apply to documents subject to
disclosure under the Freedom of Information Act.

Beginning January 1, 2005, the bill prohibits any person, firm, or
corporation from:

1. intentionally communicating or otherwise making available to the
general public an individual’s Social Security number;

2. printing anyone’s Social Security number on any card that the
person must use to access the person or entity’s products or
services;

3. requiring anyone to transmit his Social Security number over the
Internet, unless the connection is secure or the number is
encrypted;

4. requiring anyone to use his Social Security number to access an
Internet web site, unless a password or unique personal
identification number or other authentication is also required to
access it; or

5. printing anyone’s Social Security number on materials that are
mailed to him, unless state or federal law requires it. This
prohibition does not apply to applications or forms sent by mail,
including documents sent (a) as part of an application or
enrollment process; (b) to establish, amend, or terminate an
account, contract, or policy; or (c) to confirm the number’s
accuracy.
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The bill allows any person, firm, or corporation that, prior to January 1,
2005, uses anyone’s Social Security number in a manner inconsistent
with the above-state prohibitions to continue using the number in that
way after that date if:

1. the number is used continuously (once it is not, the prohibitions
apply) and

2. the person whose number is disclosed is given an annual
disclosure, beginning in calendar year 2005, that tells him of his
right to stop his number from being used in any manner prohibited
above.

An individual’s written request to stop his number from being used in
a prohibited manner must be implemented, free of charge, not later
than 30 days after it is received. No one may be denied services
because he made the request.

BACKGROUND
Disputed Information in Crediting Rating Files

Credit rating agencies must correct misinformation in their files. If
consumers dispute the completeness or accuracy of any item in their
files they can notify the agency in writing of the disputed information.
Within five business days of receiving notice, the agency must provide
notice of the dispute to everyone who provided any disputed
information and notify consumers of receipt of their notice. Within 30
business days (or a total of 45 business days if an extension is granted)
of receiving a consumer’s notice the agency must complete its
reinvestigation and notify the consumer of the results.

Notice of the agency’s reinvestigation results must contain a statement
that the reinvestigation is completed; a copy of the credit file showing
the results; a notice of the consumers’ rights to file a statement with the
agency disputing the information’s accuracy or completeness; notice
that consumers may request the agency to disclose the company name,
address, and phone number of each information source contacted
during the reinvestigation; and notice of consumers’ rights to request a
revised credit report be sent to anyone who requested and received
information within 12-months preceding the consumer's filing of the
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notice of disputed information. If the agency fails to complete the
reinvestigation and provide notice of its results within the appropriate
time frame, it must delete the information.

If, after its reinvestigation, an agency determines that an item is
inaccurate or cannot be verified, it must promptly delete that item. At
the consumers’ request, the agency must promptly notify, without
charge, those recipients the consumers specifically designate if they
received a credit report within 12 months of completion of the
reinvestigation. The recipients must be notified that the information
was deleted. The agency may reinsert such information in its files only
if its source subsequently verifies its completeness and accuracy. In
this case, the agency must notify consumers within five business days
of reinserting the information.

If the agency determines, after the reinvestigation, that the information
is accurate and complete, or that consumers did not provide sufficient
information, it can retain the disputed information.

If the agency determines, after the reinvestigation, that an item is

inaccurate or incomplete, but the agency can modity it so as to make it
accurate and complete, it must do so promptly.

COMMITTEE ACTION
Judiciary Committee

Joint Favorable Substitute
Yea 41 Nay 0
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